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Why the money laundry is spinning: there are too
many underworld servants in the system, says agent
by Lucie Sýkorová 11. února 2022
He infiltrated members of Colombian drug cartels and laundered money for them for several years.
Robert Mazur spent nearly five years under a false identity during two undercover missions for the US
authorities. For the past 17 years, he has been training bank and government employees around the
world to prevent money laundering from illegal deals. "Criminal organisations are served by armies of
bankers, businessmen, financial service providers, lawyers and others," says Mazur.
Mazur managed to gain the trust of drug lords and corrupt bank officials who were in the criminals'
hand. He has built an image as a high-profile financial advisor and owner of legitimate companies that
can be used to hide the source of funds.
He secretly recorded thousands of conversations during both undercover missions. When he gathered
enough evidence, the cage came down. Both missions led to the arrest of dozens of individuals
involved in illegal drug trafficking and money laundering. They included a financial adviser to
Panamanian dictator Manuel Noriega, Escobar gang cocaine trafficker Roberto Alcaino and Gilbert R.J.
Straub, who was implicated in the Watergate affair in the 1970s.

I can't even count how many times I've heard: We've sent suspicious
activity reports and never gotten any feedback from the government.
It was like sending information into a black hole.
A dozen executives of the Bank of Credit and Commerce International (BCCI) were also indicted. The
bank itself, which was the seventh largest private bank in the world, collapsed when it was closed
globally by US and British regulators in July 1991.
Robert Mazur wrote a book about his first mission, The Infiltrator, which became a bestseller and was
made into a film of the same name in 2016. In his second book, The Betrayal, which will be published
this April, he describes his second mission.
In 2019, he released a White paper, a concrete plan and blueprint for countries to follow. Yet, the
volume of illicit money that passes through banks without any problems continues to increas e. "The
feedback I get is mostly along the lines of: What you say makes sense. I just wonder if there is the
political will for this approach," Mazur said in an interview with Watchdog.

Like a black hole
How do you explain that money laundering is still happening on a large scale, even though there are
already guidelines in place to prevent it? After all, you yourself present them...
There are many problems that cause our poor record in the fight against money laundering and
terrorist financing. One of the main ones is that the 'good guys' are under-resourced. Law enforcement
budgets are driven by statistics (numbers of arrests, numbers of seizures, etc.). Therefore, instead of
investing large resources in high-risk initiatives aimed at identifying and prosecuting the top of money
laundering chains, they often focus on the "low hanging fruit" - smaller and less sophisticated criminals.
Regulators and some private sector representatives devote disproportionate resources to a "checkthe-box" mentality, rather than focusing on addressing the account relationships that clearly carry the
greatest risk. Spending millions on software that churns out tons of SARs (suspicious activity reports)
that overwhelm the system while hiring an army of inexperienced staff to address compliance issues
are just cosmetic fixes. In addition, information sharing and cooperation between law enforcement,
regulators and professionals is inadequate. I can't even count the number of times I've heard: We have
sent suspicious activity reports and never received any feedback from the government. It was like
sending information into a black hole.
The poor record of some countries, particularly in the Middle East, in the fight against money
laundering is not properly addressed because the Western world needs these countries as strategic
partners on other issues. One only has to look at the ICIJ Pandora Papers to see how the failures in the
fight against money laundering in some countries are ignored.
What are the concrete consequences of the fact that the fight against money laundering is not very
successful?
The United Nations Office on Drugs and Crime (UNODC) has found that roughly $2 trillion a year is
laundered from all areas of crime (tax evasion, sanctions violations, drug trafficking, white collar crime,
etc.).

The problem of money laundering is rooted in a systemic problem
within banks, financial service providers, lawyers and entrepreneurs
who serve the underworld.
Given the decades of success achieved by criminal organisations in money laundering, these gangs
have an increasing ability to corrupt politicians, law enforcement, the military, judges and others. The
reality is that many countries are clearly narcostates where there is no rule of law and justice. Criminal
organizations control the will of presidents, senators, law enforcement chiefs, and military leaders in
more countries than many people realize.
Is it true that the banks themselves give clients who want to launder money contacts to lawyers who
set up offshore companies for them?
That's part of the protocol. But make no mistake, there is a small percentage of bankers, financial
service providers, lawyers and businessmen who deliberately go out of their way to accommodate
members of the underworld to move their money in ways that are almost impossible to trace. If you
are a member of the underworld, you can find out in a short time from other members of organised
crime who can help you launder money. But those of us in the real world will never get that
information. That's why undercover operations like the ones I've had the privilege of participating in
are so important to solving this problem. These types of operations give governments eyes and ears
inside the underworld.

Servants of the Underworld
After your first undercover mission, there was a $500,000 bounty on your head. How many times
has your life really been on the line?
There's no way of knowing. Every undercover agent, and there are hundreds of them operating out of
the U.S., is in danger of being killed. It's the reality of the profession. The only way you can be sure that
your life is in danger is if someone takes it from you, or if you are in a fight for your life that you survive.
There are countless other times when that danger is imminent, but you don't know that for sure.
How long did it take to work on both missions?
On the first mission in the Medellin Cartel, it was two years of undercover work. The second, in the
Cali Cartel, took two and a quarter years. That was undercover time. But it usually takes a year or more
to set up an operation, then the undercover work begins, and then there are years of preparation and
testimony in the courts. So each operation took about five and a half years in total. We started planning
the second mission in June 1991, and I was undercover from early 1992 until March 1994.
Was the second mission any different than the first?
The second mission was more dangerous because, unbeknownst to me, there was a mole in the U.S.
government who compromised me with the leaders of what was then the largest cocaine cartel in the
world, the Cali Cartel.
After the first experience, did you have any doubts about going on the second mission?
I was very anxious to be involved in the second mission. I was convinced that I hadn't done enough in
the first mission to let the world know that the money laundering problem was rooted in a systemic

problem within the banks, financial service providers, lawyers and businessmen who serve the
underworld.

Having a conscience is healthy
You mentioned that in the course of the second mission you also came into contact with Gilbert R.
J. Straub, a friend of the brothers of former President Nixon who was involved in the Watergate
affair. Do you write about that in your new book?
Yes, I write about my experience with Gilbert Straub in The Betrayal. During secretly taped meetings,
he gave me details of how he and Robert Vesco were involved in the illegal support of the Nixon reelection campaign committee. Their White House contact, according to Straub, was John Ehrlichman.
The book also details Straub's involvement in major U.S. government contracts, traditional ItalianAmerican organized crime, and the Russian underworld, including the KGB.
During your first mission, you became close to Roberto Alcaino, who was supposed to be, among
other things, a liaison between the Medellin Cartel and the Russian Mafia. Do you have any direct
experience with the Russian mafia?
Alcain's connection to the Russian Mafia developed while he was serving time behind bars for his
prosecution in my first long-term undercover operation. In federal prison, he met major figures in
Russian organized crime. In general, the world's mafias cooperate with each other more than UN
member states. There are strong alliances between the Mexican cartels, the Colombian cartels, the
Italian mafia, the Russian mafia, the Chinese triads, Hezbollah and others.
Have you ever had a problem with emotions during or after missions?
I feel very sorry for the pain experienced by innocent people close to the criminals I infiltrated. Most
of them had innocent wives and children. When you're An undercover agent, you can't just lie to the
target about who you really are. You have to treat family members the same way to maintain your
cover. In some ways, it's mentally challenging. But at the same time, I think it's healthy for a longtime
covert operative to not relish in the pain of others because it means he has a conscience.
What was your life like before you started working as an agent? Did you ever imagine you wanted
to do something like this?
When I was in college and needed to find some part-time work to cover the cost of my education, I
applied for a job with the U.S. government as a "coop-student" in the Criminal Investigation Division
of the Internal Revenue Service. That's the department that enforces criminal tax laws against
mobsters, drug dealers, corrupt politicians, etc. I had no idea what the job was about.

There are far more "bad apples" in the banking sales industry, in the
legal profession, in the financial service provider industry and in the
international business community than the world can comprehend.
Otherwise, I expected to become a Certified Public Accountant (CPA) after completing my college
education. However, once I saw how "following the money" can enable a person to expose the biggest
crooks in criminal organizations, I thought that applying my accounting skills in this type of work would
be much more interesting. I have worked on prosecuting corrupt politicians and drug dealers, which
has allowed me to meet agents involved in these investigations from other agencies. I decided to move
to the U.S. Customs – Office of Enforcement (now the Department of Homeland Security - Homeland

Security Investigations) because there you can get closer to the ground with undercover operations,
wiretaps, search warrants, etc. Then I learned more about the Drug Enforcement Administration (DEA)
and decided I wanted to finish my career there because that agency targeted drug traffickers on a
global level.
Can you tell us about your family? Did your upbringing have any influence on your later choice of
this job?
My father was a veteran of World War II. He fought on many fronts in Africa, Italy and France. He was
on the front lines and risked his life for years. My mother was a civilian employee of the U.S. Army,
working as a budget analyst in a U.S. Military instillation. Both my parents instilled in me the
importance of serving my country. They were tremendous role models and true patriots.

Too many "bad apples"
For the last 17 years, you've offered training to officials on how to prevent mo ney laundering. Are
banks interested in such training?
I have trained and lectured all over the world, including North America, Europe, the Middle and Far
East, etc. There are a large number of people in the banking community who want to do the right thing,
but there are far more "bad apples" in the banking sales force, in the legal profession, in the financial
service provider industry, and in the international business community than the world can
comprehend.
Have you ever been invited to any of the countries in the CEE region?
I have not been invited to speak to any institutions in the CEE region. I would be glad to do so, because
my whole family on my father's side comes from Eastern Europe, especially Poland. All the members
of my family on my mother's side are from Italy, especially Naples.
You have explained why the fight against money laundering has not been very successful. What do
you think can be done about it?
The reason I wrote my new book is rooted in a quote sometimes attributed to Albert Einstein: Insanity
is doing the same thing over and over again and expecting a different result. That is exactly what is
happening in the fight against drug trafficking, money laundering and corruption. In recent decades,
these problems have done nothing but increase dramatically. So why are governments, law
enforcement agencies, regulators, private sector partners and others involved in this fight doing what
they did decades ago? Why are we not targeting the world's biggest money launderers globally through
international cooperation? Why does the private sector continue to create mountains of paperwork
and regulations that will never change the outcome?
The fact that many fail to acknowledge is that criminal organizations are served by armies of bankers,
businessmen, financial service providers, lawyers and others who are extremely sophisticated. Law
enforcement agencies should target these intermediaries.
In my opinion, we do not need another new product that is supposed to work miracles. Money
laundering cannot be tackled by creating software that identifies anomalies in transactions. That is
child's play. The problem is the lack of morality in that part of the professional community that is
seeking to profit by knowingly laundering money. At best, they do it with willful blindness, knowing
the real source of the funds but trying to hide it with plausible deniability.

So, first of all, we need to stop ignoring the elephants in the room and improve the fundamentals. We
need to reinstate the use of long-term covert operations that will allow the courts to put corrupt
professionals behind bars for decades. And we need to work together on a global level; we have not
yet been able to develop a truly comprehensive global plan to identify and prosecute high-level money
launderers. Simply fining institutions and accepting claims that billions have been laundered because
of system failures only supports the fundamental reason why we will never see 99% of the assets of
the underworld until its members buy into the rule of law and the political will of a country.
Are there plans to make another film based on your second book?
I hope so, the film rights have been acquired by Amazon Studios. Myself and the team of people who
worked on The Infiltrator are trying to make a movie called The Betrayal as a sequel to The Infiltrator.
But movie studios acquire the film rights to many books, and many of them never make it to the big
screen. So nothing is guaranteed except a sincere effort to achieve this goal.
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